Poznan University of Technology Ethical hacking

Lab 07: Detection of vulnerabilities

First and last name: Index number:

Used Lab equipment:

Group members:

Sending reports

Save the final document using Microsoft Print to PDF or a similar program. Finally,
the completed report named index number should be uploaded to the eKursy (eCourses)
platform in the appropriate section. For exercises carried out in groups, each person must
send a report individually.

Introduction

According to NIST deffinition vulnerability is: Weakness in an information system, system security
procedures, internal controls, or implementation that could be exploited or triggered by a threat source”.
From the point of view of IT system security, early detection and elimination of known vulnerabilities
is extremely important. Therefore, periodic tests are performed to detect new vulnerabilities in IT
systems.

To complete the exercise you will need:

e PC with virtual enviroment;
e Kali Linux virtual machine;
o Tested virtual machine (Metasploitable 3).

Configure the virtual network in VirtualBox according to the diagram shown in Figure ??. When
configuring the network settings, use the NAT Network option (the network will be hidden behind the
NAT mechanism, but there will be access to the Internet).

Lab scenario

1 Start a test environment

Run all virtual machines. Login to Kali Linux machine (Kali Linux login: kali, password: kali) and
check if communication is possible between the virtual machines. Note IP addresses are assigned to
each. What tools did you use?
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Figure 1: Diagram of virtual lab

2 Manual detection of vulnerabilities

Scan the test machine with nmap. Which ports were detected as open? How to check the software
versions of the servers? Which nmap option did you use?
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Search for vulnerabilities of detected software running on a test VM? How can these vulnerabilities be
exploited? Write down the web addresses where you can find information about the vulnerabilities and
a description of one vulnerability found

3 Detection of vulnerabilities with nmap

Search the directory where nmap scripts for vulnerability detection are located. How many scripts can
you currently use? Write down the name of one script and explain what it can be used for.

Scan the test machine using the default set of scripts (nmap - sC IP_target). What vulnerabilities
were detected. Write them down with a brief description.
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How many scripts belong to this group (mmap --script-help vuln)? Scan test machine using
”vuln” set of scripts and descripe results.

”

Select one script from the ”vuln” group and run it. Describe the script and the information you
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obtained with it.

4 Additional scripts for nmap

According to information presented on following websides, instal and test two additional skcripts:
e nmap-vulners: https://github.com/vulnersCom/nmap-vulners,
e vulscan: https://github.com/scipag/vulscan.

Describe the function of the scripts and your observations.
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5 GreenBone
Greenbone is an automated vulnerability search tool. The tool is available for systems in the Linux
family. You can install it yourself or use a virtual machine provided by the manufacturer. In its basic

version, the tool is free of charge.
A virtual machine from GreenBone will be used during the exercises. To use this tool you need to:

e Login to the system (login: admin, password: admin) - see Fig 2:

Uelcome to Greenbone 03 22.04.10 (tiyl)
The web interface iz available at:

http:r r10.0.2.7

lgsn login: admin
[Passuord: _

Figure 2: Login to the GreenBone VM

e Create a user for the vulnerability detection tool:
When you log in for the first time, you will see a message that the GreenBone tool is not fully

configured (figure z). Click Yes to continue.
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Greenbone 05 Administration

Figure 3: Greenbone Setup Wizard

And again click Yes:

Greenbone 03 Administration

Figure 4: Create Web Admin message

You can now create a new account for the administrator:

Once the tool administrator has been created, the tool will be launched. After waiting for a while,
launch a browser on your Kali Linux machine and enter the IP address of the GreenBone machine in the
address bar. Once logged in, the tool is ready to use. Define a new test target (IP address of the test ma-
chine) - menu Configuration. To run a scan from the Scans manu select the new scan, enter the previously
defined scan as the target. Details can be found on the tool’s website: https://www.greenbone.net/.

Learn how to create new scanning targets and how to perform the scanning process itself. Scan the
test machine and describe what information was obtained.

Lab 07: Detection of vulnerabilities page 8 of 12



First and last name:

Greenbone 03 Administration

I_am_user
SIS

I

Figure 5: New Admin window
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	name: Dominik Małkowiak
	id: 156182
	autotextfield1: computer
	autotextfield2: Dominik Małkowiak & Patryk Jęśko
	name: Dominik Małkowiak
	autotextfield3: The machines ping theselves without any issue

I've used the "ping" utility
	autotextfield4: Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-30 04:13 EDT
Nmap scan report for 10.0.2.3
Host is up (0.00032s latency).
Not shown: 991 filtered tcp ports (no-response)
PORT     STATE  SERVICE     VERSION
21/tcp   open   ftp         ProFTPD 1.3.5
22/tcp   open   ssh         OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.0)
80/tcp   open   http        Apache httpd 2.4.7
445/tcp  open   netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
631/tcp  open   ipp         CUPS 1.7
3000/tcp closed ppp
3306/tcp open   mysql       MySQL (unauthorized)
8080/tcp open   http        Jetty 8.1.7.v20120910
8181/tcp closed intermapper
MAC Address: 08:00:27:77:36:5D (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Service Info: Hosts: 127.0.0.1, METASPLOITABLE3-UB1404; OSs: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

	name: Dominik Małkowiak
	autotextfield5: Potential one vulnerability :
The mod_copy module in ProFTPD 1.3.5 allows remote attackers to read and write to arbitrary files via the site cpfr and site cpto commands

Sites:
https://github.com/advisories
https://www.cvedetails.com/
https://www.cve.org/
	autotextfield6: /usr/share/nmap/scripts

script: acarsd-info.nse

Retrieves information from a listening acarsd daemon. Acarsd decodes ACARS (Aircraft Communication Addressing and Reporting System) data in real time. The information retrieved by this script includes the daemon version, API version, administrator e-mail address and listening frequency.
	name: Dominik Małkowiak
	autotextfield7: It detected one potental vulnerabilitiy on 631/TCP for IPP:



| http-methods: 
|_  Potentially risky methods: PUT

Host script results:
| smb2-security-mode: 
|   3:1:1: 
|_    Message signing enabled but not required
| smb-security-mode: 
|   account_used: guest
|   authentication_level: user
|   challenge_response: supported
|_  message_signing: disabled (dangerous, but default)
|_clock-skew: mean: 0s, deviation: 1s, median: -1s
| smb2-time: 
|   date: 2025-10-30T08:29:51
|_  start_date: N/A

	autotextfield8: nmap --script-help vuln | grep Categories | wc -l
105


http-sql-injection
Categories: intrusive vuln
https://nmap.org/nsedoc/scripts/http-sql-injection.html
  Spiders an HTTP server looking for URLs containing queries vulnerable to an SQL
  injection attack. It also extracts forms from found websites and tries to identify
  fields that are vulnerable.

  The script spiders an HTTP server looking for URLs containing queries. It then
  proceeds to combine crafted SQL commands with susceptible URLs in order to
  obtain errors. The errors are analysed to see if the URL is vulnerable to
  attack. This uses the most basic form of SQL injection but anything more
  complicated is better suited to a standalone tool.

  We may not have access to the target web server's true hostname, which can prevent access to
  virtually hosted sites.

	name: Dominik Małkowiak
	autotextfield9: Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-30 04:44 EDT
Nmap scan report for 10.0.2.3
Host is up (0.00052s latency).
Not shown: 991 filtered tcp ports (no-response)
PORT     STATE  SERVICE
21/tcp   open   ftp
22/tcp   open   ssh
80/tcp   open   http
| http-sql-injection: 
|   Possible sqli for queries:
|     http://10.0.2.3:80/?C=N%3BO%3DD%27%20OR%20sqlspider
|     http://10.0.2.3:80/?C=D%3BO%3DA%27%20OR%20sqlspider
|     http://10.0.2.3:80/?C=M%3BO%3DA%27%20OR%20sqlspider
|     http://10.0.2.3:80/?C=S%3BO%3DA%27%20OR%20sqlspider
|     http://10.0.2.3:80/?C=N%3BO%3DA%27%20OR%20sqlspider
|     http://10.0.2.3:80/?C=D%3BO%3DA%27%20OR%20sqlspider
|     http://10.0.2.3:80/?C=M%3BO%3DA%27%20OR%20sqlspider
|_    http://10.0.2.3:80/?C=S%3BO%3DA%27%20OR%20sqlspider
445/tcp  open   microsoft-ds
631/tcp  open   ipp
3000/tcp closed ppp
3306/tcp open   mysql
8080/tcp open   http-proxy
8181/tcp closed intermapper
MAC Address: 08:00:27:77:36:5D (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

	name: Dominik Małkowiak
	autotextfield10: NSE script uses info about known services to provide data on vulnerabilities. Note that it is already included into the standard nmap NSE library

Vulscan is a module which enhances nmap to a vulnerability scanner. The nmap option -sV enables version detection per service which is used to determine potential flaws according to the identified product. The data is looked up in an offline version of VulDB

Observations:

One of them is already included in nmap by default

The other enchances version detection per service
	name: Dominik Małkowiak
	autotextfield11: 
	name: Dominik Małkowiak
	name: Dominik Małkowiak
	name: Dominik Małkowiak
	autotextfield12: I've run the scan on the Metasploit 3. I selected only the port that nmap has detected.

It generated no results:

"The report is empty. The filter does not match any of the 52 results."

We waited about half an hour and we are at about 50%
	name: Dominik Małkowiak
	autotextfield13: 
	name: Dominik Małkowiak
	autotextfield14: 


